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DPDPA 2023 – the journey so far



20th Sep 2023 New Delhi: The government will set up 
the data protection board (DPB), the appellate authority 
for grievance redressal under the Digital Personal Data 
Protection Act, within the next 30 days, Rajeev 
Chandrasekhar, minister of state for electronics and 
information technology said on Wednesday. The first 
set of ‘necessary rules’ under the Act will also be issued 
within the same time frame.

The first set of necessary rules under the Act will be issued 
within 30 days, said minister Rajeev Chandrasekhar

Data Protection Board, relevant rules likely in a month 
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Key Stakeholders & terminologies  
- level setting



Data Principal

The individual to whom the personal data relate

Data Fiduciary

• Any person who alone or in conjunction with 

other persons determines the purpose and 

means of processing of personal data

• A Data Fiduciary becomes “Significant” Data 

Fiduciary based on certain types of 

processing to be notified later.

Data Processor

Any person who processes personal data on 

behalf of a Data Fiduciary

Key Stakeholders called out in DPDPA 2023

Data Protection Officer

Individual appointed by Significant Data 

fiduciary; based in India; responsible to the 

governing body of the company; point of 

contact for grievance redressal

Consent Manager

• a person registered with the Board

• Who acts as a single point of contact to 

enable a Data Principal to give, manage, 

review and withdraw her consent

• through an accessible, transparent and 

interoperable platform

Data Auditor

Who carry out data audit, who shall evaluate 

the compliance of the Significant Data 

Fiduciary in accordance with the provisions of 

this Act

A person

A person includes an Individual, a Hindu 

undivided family, a company, a firm, an 

association of persons, body of individuals, a 

State or an artificial juristic person not falling 

within the above



Data Privacy, Data Protection

“While managing cybersecurity risk 

contributes to managing privacy risk, it is not 

sufficient, as privacy risks can also arise by 

means unrelated to cybersecurity incidents”

NIST PRIVACY FRAMEWORK

Data privacy is concerned with collection, proper handling, processing, storage and usage of personal information. Its 

about the rights of individuals with respect to their personal information.

Data protection is concerned with protecting personal data from any unauthorized access or malicious attacks and 

exploitation of data. It is set up to protect personal data using different methods and techniques to ensure data privacy. 
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Dissecting the law
- the Legal construct
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Definitions
• Representation of fact, concepts 

• in a manner suitable for communication / 

processing 

• Human / automated means

• Agnostic to medium or format used to 

convey

Process ing  o f  D ig i ta l  Persona l  Da ta

• Data about individuals

• Identifiable by / in relation 

to such Data
Personal Data, in Digital form

• Data Management

• Usage and Sharing

• Data Control 



Determining the DPDPA Scope
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Legal basis

Personal data can be processed based on

Consent
Without Consent for the 
below Legitimate uses

When the Data Principal voluntarily provides

For the State to provide or issue subsidy, benefit, service, certificate, license or permit

For the performance by the State in the interest of sovereignty, integrity, security of the State

For fulfilling obligation under any law (such as employment/labor laws)

For compliance with any judgement or decree or order

For respondent to a medical emergency, provide medical treatment or health services

For taking measures to ensure safety of individuals

• Data Principal gives a free, specific, 

unconditional & unambiguous consent 

to the Data Fiduciary

• Consents managed by Data Fiduciary 

or through a Consent manager

• Consent can be withdrawn if Data 

Principal needs to



Obligations of the Data Fiduciary

• Provide privacy notice 

in a clear and plain 

language

• Have a point of contact 

for Principals to 

redress the grievances

• Consent freely 

given, 

unconditional &  

unambiguous

• Obtain parent 

consent or lawful 

guardian consent 

for Children or for 

a person with 

disability

• Store consent 

records

• Do personal data 

processing

• Implement technical 

and organizational 

controls

• Intimate Board on any 

breaches

• Appoint a DPO

• Do periodic Data 

Protection Impact 

assessment

• Appoint a Data auditor 

for independent data 

audit

• Ensure contractual, 

technical and 

organizational 

controls are in 

place

• Erase personal 

data after 

retention period 

or upon consent 

removal

Applicable for significant 

Data Fiduciaries as 

determined by the Central 

Government

Go to a hotel, share your details 

and book a room

Hotel stores your 

personal data, may 

verify your identity proof

Involves banks for 

payment 

processing

Deletes your 

personal data after 

X months of stay

• Establish legal basis if consent or Legit

• Collect Personal Data from Data 

Principals

Process personal data Involve Data processors Erase Data
User Journey

(or)

Data lifecycle

Data 

Fiduciary 

obligations

Penalty to Data Fiduciaries for not notifying the 

breach on timely manner to the Data 

Principals or the board: May extend up to INR 

250 Crores

Penalty to Data Fiduciaries for not 

meeting children related processing 

obligations mentioned in the Act: May 

extend up to INR 250 Crores

Penalty to Significant Data 

Fiduciaries for not meeting 

obligations: May extend up to INR 

150 Crores



Measures (indicative)

Technical measures Organizational measures
• Physical security – the security 

relating to premises, keeping 
equipment's, personnel related etc

• System security – the security of 
your network and information 
systems, including those which 
process personal data

• Data security – the security of the 
data you hold within your systems, 
eg ensuring appropriate access 
controls are in place and that data 
is held securely

• Online security – eg the security 
of your website and any other 
online service or application that 
you use

• Device security – including 
policies on Bring-your-own-Device 
(BYOD) if you offer it

• Data encryption – through state 
of the art tools

• Data pseudonymization – by 
reducing personal data footprint

• Data backup/Archival/deletion 
- tooling

Contractual measures
• Policies – stating the objectives, 

responsibilities regarding data protection 
obligations and alignment to regulatory 
mandates and company values

• Notices – Internal and End customer 
facing notices based on the channels and 
data principals

• Deploying right personnels with 
responsibilities – qualified people to run 
privacy function and other supporting 
needs on data protection

• Operating procedures– to support 
incident management, individual request 
rights management

• Templates/checklists – to conduct 
impact assessments

• Business continuity arrangements -
that identify how you will protect and 
recover any personal data you hold

• Periodic checks - to ensure that your 
measures remain appropriate and up to 
date

• Risk management – to manage privacy 
risks

• Data Processing Agreements – as 
part of contracts

• Right to audit– review of the data 
processor security / privacy processes

Penalty to Data Fiduciaries for not taking 

reasonable security safeguards to prevent 

personal data breach: May extend up to INR 

250 Crores



12 Components of a Privacy Program

Privacy Incident / 
Breach 

Management

Data Mapping 
Inventory

Privacy by 
Design

Third party Risk 
Management

Customer Risk 
Management

Policies and 
Procedures

Notice and 
Consent / Cookie 

management

Individual Rights 
management

Metrics and 
Program 

Monitoring

Continuous 
regulatory 
monitoring

Privacy Training 
and Awareness

Risk Governance 
& reporting



Privacy Program – Org structure for a large global organization

Board / CEO

Leadership Steering committee / CISO / CTO / CIO

Chief Privacy Officer

Privacy 
Attorneys/Lawyers/Counsels

Privacy 
Analysts

Privacy Counsels 
(registered as DPO)

Counsels (commercial 
contracts)

Privacy Tech manager

Developers

Tools specialists

Analysts

Privacy Program manager (Staffing, 
budgets, Initiatives)

Privacy Operations Lead

Incident management  
Analysts

DSAR Analysts



Data Protection Officer

• Is a mandatory role as defined in Section 10 

– additional obligations of Significant Data 

Fiduciary

• Based in India, responsible to governing 

body of the company; point of contact for 

grievance redressals

• A DPO may not be an employee of an 

organization

• DPO role should be independent in 

assessing privacy issues without any conflict 

of interest (in deciding the data processing)

• DPO is an advisory function and not for 

running privacy operations or program

• Is a broader strategic role at leadership 

level

• Have an active role in managing privacy 

policies, governance, and compliance

• Runs the privacy program and the 

privacy operations including 

appointment of DPOs by region

• Builds synergies with IT, Infosec, 

Business functions and champion Data 

privacy and Data protection

Chief Privacy Officer / Head of Data Privacy 

Typical responsibility

Data Protection Board and rules to provide exact requirements



CPO / Head of Data Privacy – an indicative job description

• Develop a global privacy strategy for the organization including its role of a Data controller and 

processor for Client’s personal data

• Responsible for developing organizational privacy policies, SOPs, Guidelines and necessary tooling 

for organization to embed Privacy into business operations

• Responsible for monitoring and meeting global privacy regulatory obligations with a “risk based” 

approach

• Ability to forecast and manage a team of privacy specialists who can deliver the program

• Report privacy program progress and seek support from executives

• Manage privacy risks/incidents by demonstrating leadership in driving teams towards data protection 

authority interactions

• Ability to influence business leaders and other key functions towards the cultural shift of “Privacy first”

• Ability to interact with key clients, vendors and elevate the privacy understanding and demonstrate 

maturity of the organization

• Participate in industry fraternities and provide a face lift to organization privacy posture
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Rights & Duties

Data Principal Rights Data Principal duties

Collection

• Right to information

• Right to access personal information

Processing

• Right to consent / withdraw consent

• Right to correct / complete / update

Storage and retention

• Right to erase

Others

• Right to grievance redressal

• Right to nominate

• Comply with Law

• Not to impersonate

• Not to suppress information

• Not to register frivolous complaints

• Furnish authentic info, while correcting / 

erasing

Breach penalty to Data Principals:      

May extend up to INR 10,000
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Special Provisions

Cross Border Processing 
• Government would notify “Negative list” countries (remember, GDPR works with “White listing” .i.e. Adequacy)

• Stricter law which provides for higher degree of protection (than under DPDPA) will prevail

• For enforcing Legal Claims

• By judicial and quasi judicial bodies

• For investigation of contravention of law

• For Scheme of arrangement, approved by 

Tribunal or court

• For ascertaining financial information in the 

cases of default – IBC

• Government entities - to be notified 

• Startups – to be notified – based on 

volume and nature of data

• Other classes of entities – exempted 

for specified period – to be notified 

Exempted processing Exempted Persons



BREAK (from DPDPA)
https://www.enforcementtracker.com/

Course of overall sum of fines (cumulative) by 
authorities under EU GDPR

Course of overall number of fines (cumulative) 
by authorities under EU GDPR

Number of Fines by authorities under EU GDPR

Insufficient legal basis for data processing 585 (with total € 1,642,746,672)

Non-compliance with general data processing 

principles

483 (with total € 2,025,457,179)

Insufficient technical and organisational measures to 

ensure information security

337 (with total € 382,152,575)

Insufficient fulfilment of data subjects rights 179 (with total € 97,454,970)

Insufficient fulfilment of information obligations 178 (with total € 237,275,080)

Insufficient cooperation with supervisory authority 87 (with total € 6,144,029)

Insufficient fulfilment of data breach notification 

obligations

31 (with total € 1,778,582)

Insufficient involvement of data protection officer 15 (with total € 919,300)

Insufficient data processing agreement 11 (with total € 1,057,110)

Unknown 9 (with total € 9,250,000)

Sum of Fines by authorities under EU GDPR

Non-compliance with general data processing principles € 2,025,457,179 (at 483 fines)

Insufficient legal basis for data processing € 1,642,746,672 (at 585 fines)

Insufficient technical and organisational measures to 

ensure information security

€ 382,152,575 (at 337 fines)

Insufficient fulfilment of information obligations € 237,275,080 (at 178 fines)

Insufficient fulfilment of data subjects rights € 97,454,970 (at 179 fines)

Unknown € 9,250,000 (at 9 fines)

Insufficient cooperation with supervisory authority € 6,144,029 (at 87 fines)

Insufficient fulfilment of data breach notification 

obligations

€ 1,778,582 (at 31 fines)

Insufficient data processing agreement € 1,057,110 (at 11 fines)

Insufficient involvement of data protection officer € 919,300 (at 15 fines)
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Data Protection Board

• Data Protection Board of India - Powers and 
Functions of the Board:

• Handling data breaches

• Investigating complaints

• Regulating consent managers

• Conducting Inquiries and Hearings

• Voluntary Undertaking: DPB may accept a voluntary 
undertaking from an entity, outlining actions to 
address compliance issues, subject to penalties if not 
followed.

• Appellate tribunal - Telecom Disputes Settlement 
and Appellate Tribunal

• Bar of Jurisdiction: Civil courts are barred from 
entertaining matters within the purview of DPB

• Alternate Dispute Resolution: Option for mediation 
to resolve complaints, promoting a non-adversarial 
approach to dispute resolution.
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Penalties – a recap

On any Data Fiduciary

On Significant Data 

Fiduciary

On Individuals

On any Data Fiduciary
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Some key next steps towards 
readiness / implementation



Implementation Readiness – key next steps to begin

• Understand current data 
processing activities

• Understand Data 
principals involved, 
collection purpose, 
systems involved, 
location details etc.

Data Mapping

• Monitor DPDPA 
government notifications

• Analyze the applicability 
and scope

Monitor DPDPA 
government 
notifications

• Develop Program 
Charter, scope, team 
structure

• Build synergies with 
Business and IT teams

Create a Privacy 
program team

• Allocate resource to 
analyze DPDPA 
obligations

• Build mapping to 
existing privacy 
capabilities

Expand your current 
privacy program for 
DPDPA

• Strengthen the core 
Data protection tooling / 
methodologies

• Encryption of data at 
rest and Transit

Data Protection

• Digital systems to be 
designed for discovery 
to support Individual 
rights requests

• Retention routines

Relook at digital 
systems

• Understand the data 
sharing with vendors

• Understand current 
contract controls

Engaging with 
Vendors

• Relook at the security 
incident management 
tooling / processes

Incident 
management

• Relook at the SDLC / 
Release cycles to 
accommodate Privacy 
risk assessment stages

Engineering – IT 
Change 
management

• Forecast budget for new 
roles (e.g. DPO, Consent 
manager)

• Forecast budget for new 
tooling (consent 
management platforms, data 
mapping / discovery tools, 
Rights request workflow 
tools)

Risk budgeting
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